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1. Purpose  
 

All LWETB staff have been provided with an @lwetb.ie e-mail address for business use.  

This address will allow them to send mail internally and externally. It is therefore important 

that employees are given guidelines for using e-mail.   

Please note if there is anything in this Policy which is unclear or if you have any questions 

please contact ICT Support who will provide assistance. 

 

2. Description 
 
This Policy will outline the acceptable usage policy for e-mail within LWETB and will also 
provide guidelines for sending and receiving e-mails externally. Failure to comply with the 
E-mail Acceptable Usage Policy may result in disciplinary action under LWETB 
Disciplinary Procedures.   
 

3. Definitions 
 
“Must”, or the terms "required" or "shall", refer to an absolute requirement of the policy. 
“Must not”, or the phrase "shall not", refer to statements which are an absolute 

prohibition of the policy.  

“Should”, or the adjective "recommended" refers to a statement that should be applied. 

In certain circumstances, there may exist a valid reason to ignore a particular item. In this 

case the full implications must be understood and carefully weighed before choosing a 

different course.   

“Should not”, or the phrase "not recommended" mean the specified behaviour should 

not be performed. There may exist valid reasons in particular circumstances when the 

particular behaviour is acceptable, but the full implications should be understood and the 

case carefully weighed before implementing any behaviour described with this label. 

 

4. Screening Procedures  
 
All internal e-mail within LWETB is traceable but is not screened or monitored.  

All external e-mail is screened for viruses, spam content, language and forbidden 

attachments.   

It is not the practice of LWETB to read the e-mail of individual staff or to open mail boxes, 

except; 

- where the screening system or a complaint received indicates that a 
particular mail box contains material in breach of this policy. 

- where a legitimate work reason exists to open a mail box. 
- if necessitated by, or in relation to operational, maintenance, auditing, 

compliance, legislative, security, investigative requirements, or for 
another legitimate business purpose. 



 

 

 

 
 

5. Monitoring 
 
LWETB may monitor the content and usage of an individual’s e-mail account. This can 
include an in-depth e-mail investigation of an individual staff member’s e-mail account, 
and depending on the circumstances, this may be done with or without prior notice to the 
individual employee.  [Individual e-mails which have been deleted can be restored from 
backups.] 
Accordingly, you should use e-mail in the knowledge that LWETB may, in accordance with 
its policy, examine the content of individual e-mail communications and use from time to 
time. 
 

6. Personal Use of E-mail 
 
LWETB provide e-mail to each employee.  E-mail is intended primarily for LWETB 
business use.  Use for the promotion or administration of a private business is not 
permitted and may lead to disciplinary action.  It may be used for limited personal use so 
long as such personal use does not infringe this policy.  Non-business use should be 
restricted to lunch breaks and times out of working hours. 
Staff must not use other personal e-mail accounts for the conduct of any LWETB 
business. 
Staff should not send individual emails to students from their personal email accounts or 
reply to individual emails sent by students from their personal email accounts.   

 
7. Sending E-mails 
 
It is prohibited to send, forward or in any way distribute e-mails containing pornographic, 
defamatory, offensive, racist, sexist, discriminatory, obscene or otherwise inappropriate 
remarks or pictures (including cartoons).   
Do not enter into any contractual commitment on behalf of LWETB via e-mail unless you 
have express authority to do so.   
Remember when sending e-mails from your work account that LWETB may be 
responsible for any e-mails sent and these could result in legal action against LWETB.   
It is a breach of this policy for any staff member to engage in the creation of SPAM or 
viruses of any kind. 
 

8. Receiving E-mails  
 
Spoofing is a serious problem and occurs when an e-mail is received from what appears 
to be a genuine address but the e-mail header has been forged.  Any information you 
return to that e-mail address will not reach the intended recipient but rather the person 
who has forged the address. 
 
 



 

 

 
 
 

If you receive an e-mail which you suspect may have been spoofed contact the person 
who sent it to you to find out if it is genuine and if you are still unsure contact ICT Support 
for further advice. 
If you receive any e-mails from unsolicited sources (including spam mail) delete them 
immediately. Do not respond to these e-mails.  
As a general guideline, to ensure mail services are not slowed down, large e-mails of a 
personal nature should not be sent or received. 
If you receive an e-mail that is offensive, intimidating or otherwise inappropriate, whether 
from an internal or external source, please inform your Manager and ICT Support 
immediately. 
 

9. Sending and Receiving Attachments 
 
Most viruses are transmitted through attachments; therefore, it is important to exercise 
caution when receiving attachments.  If you receive attachments from unsolicited sources 
delete them immediately.  If you suspect an attachment may be infected with a virus, 
contact LWETB ICT Support.   
All incoming attachments must be virus checked.  Do not launch, detach or save any 
executable file under any circumstances.  Do not open, detach or save any unofficial file 
attachments to your hard disk or any network drive. 
Some attachment types are blocked by LWETB; users will be notified that the attachment 
has been blocked.  These files may be released upon request.  Files which are greater 
than 10mb in size will also be blocked.  Again, the recipient will be notified and the file may 
be released if required.  These files should only be released if they are work related. 
Attachments sent or received may belong to others and there may be copyright 
implications in sending them.   
Please ensure that permission from the owner of the attachments have been given before 
sending it to others.  This also applies to material accessed via the internet and the 
onward transmission of material received from third parties. 
 

10. E-mail Etiquette 
 
When sending e-mails remember the following simple guidelines: 

- Use sentence case for writing e-mails and limit the use of bold and red 
writing within e-mails. 

- Before sending an e-mail make sure the address it is being sent to is 
correct, check your spelling and ensure that any attachments are the 
correct attachments. 

- Treat e-mails as you would a letter received by post or fax etc. and deal 
with same promptly and comprehensively, and professionally. Avoid 
colloquialisms and text speak. 

 
 
 



 

 

 
 
 

- Exercise caution when sending confidential or commercially sensitive 
information by e-mail, especially to recipients outside of the LWETB 
network, in which event your message should be encrypted (password-
protected) and the password delivered to the recipient by other means, 
e.g. via phone call or text message. 

- When sending a message to a group of recipients, the use of the Blind 
Copy or BCC function should be considered – this will prevent any one 
recipient seeing all of the other recipient’s email addresses. 

 

11. Housekeeping 

 
In order to organise your emails, you should perform housekeeping duties on a regular 
basis.   
This will include: 

- Deleting unwanted old e-mails and emptying the recycle bin 
- Organising e-mails into folders for easy retrieval 
- Archiving e-mails 

 

12. Security for E-mail 
 
Never give others access to your e-mail as you are personally responsible for all e-mails 
sent from your account. 
When using web-based versions of email, e.g. Outlook 365, never accept prompts from 
your web browser to save passwords. While undoubtedly convenient, this removes an 
important security barrier from your email if anyone accessed your PC.  
For the same reason, never download and use app versions of work email accounts on 
your mobile phone. Always log in to Outlook 365 online using your password. 
 

13. Freedom of Information and other Acts 
 
All personal data contained in e-mails may be accessible under current Data Protection 
legislation.  Furthermore, a substantial portion of e-mails to government and other public 
bodies may be discoverable under Freedom of Information legislation. 
Incoming and outgoing e-mails which are of “enduring organisational interest” are records 
under the Freedom of Information and Archive Acts and must be kept on file or in the 
appropriate document library (rather than maintained on your e-mail account). 

 
14. Child Trafficking and Pornography Act, 1998 and 2004 
 
If any employee is found viewing or forwarding any content of this nature An Garda 
Síochána will be immediately notified and the matter turned over to them.  LWETB will not 
allow its information systems to be used for downloading or distributing illegal and 
offensive material. 
 



 

 

 
 
 

15. Responsibilities 
 

Owner  Responsibilities  
Director of Organisation Support and 
Development 

Revisions and updates to the Policy  

 
LWETB Senior Leadership Team 
 
LWETB Chief Executive   

 
Review  
 
Approval of the Policy 
  

All staff who use or have access to an 
LWETB email account 

Responsible for implementation of the Policy 

 
 

 

 
  

 

 




