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1. Introduction

1.1  Purpose of this Document

The Longford and Westmeath Education and Training Board (LWETB) Access Control Policy
should be read in conjunction with all other ICT policies to ensure that required security
standards are adhered to. The purpose of this Access Control Policy document is to clearly
specify how access to LWETB systems is managed and who may access information and
under what circumstances.

1.2 Scope and Constraints

This policy is applicable to all users of LWETB systems. The policy governs and applies to all
user accounts created and managed by LWETB or contracted 3™ party, on all systems,
including test and development systems whether hosted locally or externally.

1.3 Definitions

A full range of definitions is available in the ICT Frameworks Policy found here.

2. Policy

2.1. ICT Responsibility / User account creation and management

. User and group permissions must be allocated based on the principles of least privilege.
. All user accounts must be assigned a unique identifier.

. Accounts should not be shared between users.

. All users’ logins across LWETB systems should be fully accountable and auditable,

any system incapable of providing this feature must be noted on the risk register by
the asset owner.

. Where possible authorisation should be granted based on group profiles (Role Based
Access control), no unique permissions should be granted to an individual user
account.

. All users should be issued with the ICT Technical Acceptable Usage Policy prior to

being given access to an account.

¢ A formally documented procedure (Such as a starters/leavers procedures) should
define all access to the LWETB technology infrastructure. The document should
encapsulate the registration and de-registration procedure and should include:

— A check that the user has authorisation from the Asset Owner or delegated
authority for use of the service (e.g. Line Manager, HR)

— Verification of the requestor’s identity should be confirmed by means
acceptable to HR prior to the request being processed.

— Where possible all access to LWETB information systems should be limited
to a certain time span and with a defined expiry date.

— a check that the level of access granted is appropriate for the business
purpose and is consistent with LWETB security and GDPR policies (including
need-to-know and minimum rights principles).

Page 3 of 6
Briomhar | Iichinealach | Nualach
Dynamic | Diverse | Innovative



https://www.lwetb.ie/policies/

(& Dpeth

& an Longfoirt agus na hiarmhi
/ /) Longford and Westmeath

Education and Training Board

— a check to ensure that redundant Login IDs are not reissued to another user
unless controls are implemented to ensure that accountability is properly
maintained.

— account being requested are assigned to a specific individual user only.

— There must be a segregation of duties such that the person who manages
access is not the same person who authorises them (i.e. Asset Owners
should not be control access).

— How to remove immediately all access rights from staff who leave LWETB.
— How to remove or modify rights from staff who transfer within LWETB.

— Special attention is required when a member of ICT support/Corporate
Services with privileged rights is to leave or change roles. The de-
registration procedures should include all steps required to remove such user
rights.

e Login IDs should give no indication of the user’s level of authority (e.g. root, admin,
manager, supervisor, auditor, monitor, efc.)

» An up-to-date list of the accounts on a system must be maintained or it must be
possible to run a report on demand.

e The asset owner must ensure that privileges assigned to users are revalidated in
accordance with the leavers & starters policy.

e Where network or system access (e.g.NIST assessment) is required for use by a
non-interactive system process (e.g. robotic application - no human interaction), this
must be authorised by the relevant system owner, and it should be connected to a
host using a unique User ID and profile specifically provided for this use. Each such
User ID has to have a specific owner.

2.2 ICT Responsibilities / Logical Access Security Controls (including
Security Hardening)

° All computer data which supports an LWETB business function must be protected
by access controls to ensure that it is not improperly disclosed, modified, deleted
or rendered unavailable. At a minimum, access must be protected by passwords
or similar approved authentication mechanisms, unless the access is explicitly
intended for free public access (e.g. LWETB public internet site).

Specifically, anonymous access is not permitted to information systems, resources,
data processing areas and communications networks of LWETB unless there is a
business purpose to justify such access (public customer access to the company’s
portal, etc.) or they have been specifically catalogued as public.

All hidden users, passwords, or other backdoors to the application should be
removed. Examples of backdoors include (both malicious and due to programming
errors):

a. Access to a specific URL of a web application in which the user has no
access restrictions to all or certain data and functions.

b. Unauthenticated connection to a system resource when initiated from a
specific location or a specific user.
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Operating Systems and Platforms should be pre-hardened. Issues with a
hardened OS should become apparent during the build and development stages
of hardware deployment, rather than retrofitting security measures at a more
mature stage of the process or project lifecycle.

All operating systems, databases or other systems/application must conform to the
documented standard. At a minimum, this must include:

a. All non-essential programs or services must be shut down or disabled

b. All security patches recommended by the vendor must be reviewed and
installed

c. Default systems accounts must be removed, locked, or have their name and
password changed.

d. Default access methods such as SNMP access with default community strings
must be disabled or appropriately secured in line with password policy.

e. LWETB Password Policy available here must be enforced on the system.

2.3 Asset owner / Line manager responsibilities

Asset owners / Line Managers are responsible for ensuring that all physical and
logical access is removed for personnel who are no longer working with LWETB or
have transferred role within LWETB.

Staff must not be assigned privileges that are likely to lead to a conflict of interest or
security breach.

When implementing access between separate third-party systems, appropriate
access levels must be determined and enforced. (e.g. MIS integration with Cloud
Providers).

2.4 User Responsibilities

Users should not attempt to access data or systems to which they do not require
access to complete their assigned work.

Users should not share login credentials for any LWETB system with anyone.

Users should not use the same combination of username and password for
registering with external websites / systems for either work on personal use.

User should report any potential breach or suspicious activity to Corporate
Services.

3. Enforcement

Individuals found to be in breach of this policy, may be subject to disciplinary action, up to and

including

dismissal. Should an investigation regarding compliance with this policy determine

that there is a case to answer by a User, the matter will be referred to the appropriate stage
of the relevant disciplinary procedure as appropriate to that User.
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4. Policy Review, Approval and Continuous Improvement

In line with best practice, this policy has been approved by senior management, who are
committed to continually improving the protection of all LWETB Information Assets and the
protection of personal data where LWETB is a controller or processor. This document will be
reviewed at least annually by senior management, to ensure alignment to appropriate risk
management requirements and best practice for the management of ICT devices within
LWETB.

This document will also be reviewed in light of changes in legislation and guidance from
sources such as Internal Audit, C&AG, the Department of Education, the Department of
Further and Higher Education, Research, Innovation and Science and the Department of
Public Expenditure & Reform, or on the issuing of circular letter or by the Chief Executive in
response to business needs. The date of implementation is the date of Chief Executive
approval.

5. Reference

1SO27001 NIST CSF PCI-DSS
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