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1. Introduction 

1.1. Purpose of this Document 
The Longford and Westmeath Education and Training Board (LWETB) ICT patch and 
configuration policy should be read in conjunction with all other ICT policies to ensure 
required security standards are adhered to. This policy defines the approach to patch 
and configuration management for all systems, hardware and software owned, leased, 
and managed by LWETB or by third parties that provide support to LWETB. 

 
1.2. Scope and Constraints 

The scope of this policy applies to: 

• Servers, workstations, software applications, network devices such as 
Firewall, routers, switches, and any other devices provided by LWETB that are 
owned, leased, and managed by LWETB or by any third party that provides 
services to LWETB. 

• Cloud computers and cloud-based applications that contain LWETB data 
managed by a third party. 

 
1.3. Definitions 

A full range of definitions is available in the ICT Security Frameworks Policy. 
 
 
2. Patch Management policy and Configuration / ICT responsibility 

2.1. End User Devices 
1. All end-user devices must have a regular schedule or automated process for 

identifying and loading appropriate security updates for the operating system or 
other software. 

 
2. All software and operating systems should be updated with the latest security 

patches recommended by the manufacturer. Priority should be given to the 
installation of those patches which solve the most serious vulnerabilities in the 
systems with the greatest exposure and risk, taking into account criticality. 

 
3. The patch status and patch level of end user devices should be monitored and kept 

up to date, such as the number of systems patched successfully and 
unsuccessfully for each security patching cycle. 

 
2.2. Servers and systems 
• In cases where a patch is not available or cannot be installed, compensatory measures 

should be studied to reduce the risk of exposure (introduction of new parameters in 
firewalls, removal of the affected service from the system, etc.). An auditable record 
must be maintained where a decision has been made not to apply patches to systems. 
This requires approval from the Asset Owner and should take into account the security 
implications. 

 
• Where a third-party vendor insists on no changes to systems without full regression 

testing being in place, an alternative agreement must be in place with the vendor to 
ensure systems do not contain known vulnerabilities for an unacceptable period of time 
(commensurate to the threats and exposure of the system). An auditable record must 
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be maintained where an alternative patching schedule is maintained. This requires 
approval from the Asset Owner and should take into account the security implications. 

 
• All patches should, where possible, be tested and assessed before installation 

(according to available resources, the haste to reduce exposure time of the affected 
systems, the seriousness of the vulnerability, and the exposure and criticality of the 
system). 

 
• After patch implementation, if regression testing is required, this should take place in 

a suitable test environment. 
 

• All patches should, where possible, include in its literature information regarding its 
reversal procedure or de-installation. If the patch does not permit the foregoing, this 
situation should be documented. 

 
• It is the Asset Owner’s responsibility, in cooperation with third party providers, and 

LWETB Users, to ensure that vendor’s security patches and updates are being applied 
to applications and devices used within LWETB, in a timely manner. 

 
• End-of-life/End-of-support systems to which vendors do not provide security patches 

should have a replacement or upgrade action plan. If they cannot be patched, risk 
assessment and mitigation must be taken for all identified risks. 

 
• The patch status and patch level of systems (such as the number of systems patched 

successfully and unsuccessfully for each security patching cycle) should be monitored and kept 
up to date. 

 
• Vulnerability scanning should be performed regularly to identify vulnerabilities caused 

by missing patches. Identified vulnerabilities should be assessed and systems should 
be patched accordingly. (This may be provided by managed security services such as 
SIEM/SOC.) 

 
• Systems and software that are provided, integrated, and certified by a vendor must be 

patched by the responsible third party, when a vendor releases a new version or patch 
to fix a security vulnerability. 

 
• New applications should have the ability to patch online with built in resilience to 

prevent operational impact. 
 

2.3. User Responsibilities 
• User should restart their devices regularly to ensure updates are being installed. 
• Users should notify ICT Helpdesk if updates fail to install after 3 attempts. 
• Users should not try to defer or cancel updates. 

 
2.4. Exceptions 

Where patches cannot be applied due to incompatibility, or where the impact of 
applying a patch causes high risks to the business or patches are no longer available 
for systems, a risk assessment must be performed and agreed controls must be 
implemented such as, system upgrade/replacement/retirement. 
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3. Enforcement 
Individuals found to be in breach of this policy may be subject to disciplinary action, up 
to and including dismissal. Should an investigation regarding compliance with this 
policy determine that there is a case to answer by a User, the matter will be referred to 
the appropriate stage of the relevant disciplinary procedure as appropriate to that 
User. 

 
4. Policy Review, Approval and Continuous Improvement 

In line with best practice, this policy has been approved by senior management, who are 
committed to continually improving the protection of all LWETB Information Assets and 
the protection of personal data where LWETB is a controller or processor. This 
document will be reviewed at least annually by senior management, to ensure alignment 
to appropriate risk management requirements and best practice for the management of 
ICT devices within LWETB. 
This document will be reviewed in line with best practice, or in light of changes in 
legislation and guidance from sources such as Internal Audit, C&AG, the Department of 
Education, the Department of Further and Higher Education, Research, Innovation and 
Science and the Department of Public Expenditure & Reform, or on the issuing of circular 
letter or by the Chief Executive in response to business needs. The date of 
implementation is the date of Chief Executive approval. 
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